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Cloud Computing “Breaches”

Amazon Elastic Compute Cloud | Dec 2009: Amazon EC2
Hit by Botnet

Aug 2009: Twitter and Facebook Distributed
Denial of Service Attacks

Jun 2009: U.S. Attorney warns of
cloud computing threat (CNET News)

GO og[e“ Sep 2008: Google Docs flaw could allow others
to see files (SC Magazine)

sales {CCA;-U‘%I]T Oct 2007: Salesforce.com security breached.
uccess, Mot Software. .
Repeatedly hacked (Washington Post)
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Core Protection for Virtual Machine
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Deep Security 7.0
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Deep Security Virtual Appliance
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Recommendation Scans ' i

(_: 3bdemoallan Details - Windows Internet Explorer

] ‘3bdemoalan
¥ mnterfaces
J Merts

i £ Frewal

] |m
@ = - - P ~ Recommendations
2 ‘ Integrity Monitoring
¥ (g Log Inspection Last Scan for Recommendations: October 1, 2009 14:16
]
:'«‘!; System Total Recommendations: 190 DPI Rule{s) recommended for assignment
& Overrides

Automatically assign/unassign recommended DPI Rules to Computer during Recommendation Scans:
v

Yes

Scan For Recommendation ] [ Clear Recommendation:

v

éL?m?ﬁﬁ*ﬁEE’lLfTﬂﬂEEﬁH’JM%
— MERBEEHOS, Service Pack B {ZH{ETE R,
- B ERRAEREDN SRS

— BEVERFRIDPIFBIZR Bk S a0 58 25 AR (R I EEFHRE
= EMHTEVE &, Recommendation Scani§HE)EAFAVDPIFRAY




Deep Security Virtual Appliance

Protection Supported Description
Modules
Firewall Yes - EEMEERER
- Ol{IAE T SRR ZZ R
- BEREHMVagentBR R ARMTIFEH
FE RO AN MR BUREAT
Deep Packet Yes - 55EDPI X $E (IDS/IPS, @it FERTEXBh
Inspection =, ERENES)
- B EHR EHAVagentBEEREE KRN 1THF B BN
fE{RDPIBI R IT
Integrity Monitoring No o BBREAgentREEEH#
Log Inspection No o BBREAgentREEREH#

Agent- VMware 3.x, Citrix, and Hyper-V
Virtual Appliance — VMware vSphere 4 (ESX 4)
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Trend Micro Core Protection for Virtual Machines (CPVM)
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 6.17 min for VSA to perform a full scan on 8GB
storage (CPU= 2Ghz and 2GB of RAM).

* There are no significant difference in scanning
time when VSA* scans active or dormant VMSs:

— Full scan on 3GB storage (CPU = 2Ghz and

2GB of RAM):

 Active =2 min and 27 sec
e Dormant = 2 min and 44 sec

e |t takes less time for VSA to scan* a VM
In comparison to OSCE:

e V/SA takes 42 sec to scan itself
« VSA takes 136 sec to scan VI,

3

e (OSCE takes 409 sec to scan V. ‘

*Intelliscan on 3GB VM, OSCE 8.0

Full disk scan speed comparison:
CPVM vs OSCE 8

Full Disck Scan Speed Comparison
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Alternative 1 — Single ESX
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